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COMPLIANCE READINESS

SURVEY

BorderHawk’s Cybersecurity Compliance Readiness and Preparation survey combines the
past 20 years of our company’s history, covering the most common failure points the
industry faces in developing and maintaining compliance programs. Read through the 5 Key
Failure Categories and score yourself on your readiness to gain an understanding of how
ready for cybersecurity compliance, and any future audits, you may be.
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https://www.borderhawk.com/your-compliance-solution

Governance

Governance measures the organization’s understanding of their mission and risks to
it, the implementation of policies and procedures, and the organization’s structure.

A lack of Governance causes an organization to fail to properly assign weight to
compliance activities, assign personnel, and ultimately meet compliance goals.
Governance is the most common cause of an organization failing to meet

Scale for Scoring
Non-existent - 1

Ad-hoc and only sometimes done - 2

Ad-hoc, but consistent - 3

compliance requirements. Consistent, partially documented - 4

Rate your organization on a scale 1 - 5 for each statement below:

Consistent and formalized - 5

1 Management provides strong support for compliance and security processes.

2 Organizational policy, including security, is established, communicated, and enforced.

3 Procedures, standards, and guidelines are established, communicated, and enforced.

4  Key plans (IR, BCDR, Communication, etc.) are established, communicated, and enforced.

5 Roles, responsibilities, and authorities related to compliance are established, communicated, and understood.

6 The company effectively identifies and manages risks.

7 Legal, regulatory, and contractual requirements are understood and managed.

Add the score for each statement for a possible total of 35

Common Control Failures

The top 7 security controls most commonly missed during cybersecurity compliance,
or failed during an audit.

Organizations should always ensure they cover these 7 common control failures
directly after Governance in their compliance preparation.

Rate your organization on a scale 1 - 5 for each statement below:

1 Strong access controls are in place to protect systems and data.

2 Sensitive data is properly encrypted at rest and in transit.

3 Backup and recovery procedures are adequate and effective.

4 The company addresses known vulnerabilities in a timely manner.

5 Incident management processes are effective and well-documented.

6  Physical security measures are adequate to protect assets.

7 The flow of sensitive information, and where it rests, is known and documented.

Add the score for each statement for a possible total of 35
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Monitoring

Monitoring is continual checking, supervising, critically observing, or determining the
status of the organization to identify change from the required, or expected,
performance level(s). Effective monitoring is critical to the detection of cybersecurity
events, incidents, and breaches, and is required as part of several regulations and

contracts.

Scale for Scoring
Non-existent - 1

Ad-hoc and only sometimes done - 2

Ad-hoc, but consistent - 3

Consistent, partially documented - 4

Rate your organization on a scale 1 - 5 for each statement below:

Consistent and formalized - 5

1 Effective processes are in place for regular monitoring of controls.

2 System configurations are established, applied, and routinely reviewed.

3 Thereis a robust change management process for systems and processes.

4  Regular reviews are conducted to assess the effectiveness of controls.

5 The monitoring process is applied consistently across the organization.

6 Comprehensive event logging and alerting is established and regularly reviewed.

7 The company addresses issues identified during monitoring promptly and effectively.

Add the score for each statement for a possible total of 35

Evidence Management

The effective collection, review, validation, and control of compliance activities is
critical to the success of cybersecurity compliance. The consistent management of
compliance evidence allows the organization to consistently monitor compliance

activities for deviations from requirements.

Rate your organization on a scale 1 - 5 for each statement below:

1 An evidence register (repository) holds compliance evidence for review.

2 There is sufficient and well-maintained documentation of controls.

3 All necessary records are available to support control activities.

4  Evidence is consistent across different departments and systems.

5 Evidence used is up-to-date and current.

6 All evidence is organized to allow for review (by management, leadership, or auditors)
7 Evidence is stored securely and protected against tampering.

Add the score for each statement for a possible total of 35
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Compliance Management

Compliance management is the process of ensuring that the organization follows
laws, regulations, contracts, standards, and all other internal or external
requirements. It involves the identification and closing of compliance gaps and
monitoring and assessing systems.

Rate your organization on a scale 1 - 5 for each statement below:

Scale for Scoring
Non-existent - 1

Ad-hoc and only sometimes done - 2
Ad-hoc, but consistent - 3
Consistent, partially documented - 4

Consistent and formalized - 5

1 Thereis a dedicated team or individual responsible for overseeing compliance.

2 Regular internal audits are conducted to ensure compliance.

3 The organization has effective processes for monitoring compliance activities.

4  Compliance activity outcomes and performance are evaluated and reviewed for adjustments needed.
5 The organization promptly addresses findings from compliance monitoring and internal audits.

6 The organization actively tracks compliance metrics and key performance indicators.

7  There are mechanisms in place to ensure continuous improvement of the compliance program.

Add the score for each statement for a possible total of 35

Total Score

Add the score from each section in the following graph to determine your total Cybersecurity
Compliance Readiness Score. Use the Legend below to determine your Readiness Status.

If you would like to review your Compliance Readiness Status, please schedule a strategy call with

one of us for guidance and next steps to getting “Compliance Ready.”

Common Evidence Compliance
Governance Control Failures Monitoring Management Management Total Score
+ 5 5 + -

Audit Readiness Legend:

0-75 Major Organizational changes are needed to become “Compliance Ready”.
76 -125 Operational changes will be necessary.
126 - 150 A burst of preparation will be needed to become “Compliance Ready” but should not be overly taxing.

151-175 Getting “Compliance Ready” is likely to be a minor effort.
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